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Executive Overview/Key Findings 

What is Heartbleed?  The Heartbleed vulnerability is a bug in OpenSSL, a popular open source protocol 

used extensively on the internet , that allows anyone who knows how to exploit it to access and read the 

memory of systems thought to be protected.3  Vulnerable versions of OpenSSL allow compromise of 

secret keys, user names, passwords, and even actual content.  It is believed that this vulnerability has 

been in existence for at least two years and has quite possibly been being exploited for just as long.  

Many companies have issued statements claiming that they have now remedied the vulnerability in 

their environment, but there is truly no way of knowing how much data has fallen into the wrong hands 

through the exploitation of this bug. 

Situation/What Happened 

The Heartbleed bug itself was introduced in December 31st 2011 18:59:57, about an hour before ringing 

in the New Year.  The bug affects OpenSSL version 1.0.1 which was released in March 2012 through to 

1.0.1f which was released January 6, 2014. The first public evidence of the bug appeared as an OpenSSL 

advisory on April 7, 2014 and warns of “A missing bounds check in the handling of the TLS heartbeat 

extension”.1  The vulnerability was uncovered by Neel Mehta, of Google Security, and recommends 

upgrading OpenSSL or as an alternative disabling the heartbeats. 
 



The source of this vulnerability lies directly in the heartbeat functionality of OpenSSL.  This is “a protocol 

for TLS/DTLS allowing the usage of keep-alive functionality without performing a renegotiation and a 

basis for path MTU (PMTU) discovery for DTLS”.   In other words, this is a method to continually check to 

see if the other party is still connected or has dropped off unexpectedly.  This “handshake” contains 

some simple elements; the payload and user defined padding memory allocation.  This memory 

allocation goes unchecked by the server and it blindly accepts the agent’s size which happens to be a 

maximum of 64k bytes.  This is where the dangerous part of this exploit comes into play.  In the below 

diagram, the endpoint sends a heartbeat request to the server that says it’s 30,000 bytes when in reality 

it’s 3.  The server allocates space for the 30,000 bytes and stores the 3 within that. Now the memory 

that it allocated contains data that was previously stored within that space.  This can include passwords, 

user names, credit card information, and possibly the encryption certification itself. So in response to 

the heartbeat, the server sends back all 30,000 bytes to the requester including the potentially leaked 

unencrypted data.  Cycling this request over and over to the server can cause a major data loss incident 

as well as leak credentials to further compromise accounts or the server itself.   Think of it as if you used 

the same dry erase board over and over again to send and receive messages, but each time, you only 

erased the section of the board needed to write your new message, leaving all the old text behind. 

 

(Image source: IBM Security Intelligence blog)2 

Who’s using this attack? 
 

As of April 25th, 2014 IBM Managed Security services has tracked over 1.8 Million attacks against our 

customers.  Leading the attacks by country is China and Russia followed by the United States.  



 

Let’s take a closer look at how some of the attacks are being executed from Chinese sources.  Many of 

the exploits sourcing from the region have an interesting method of delivery.  Rather than a single IP 

executing the attack repeatedly, a distributed method is being utilized.  Large ranges of ip’s including 

182.118.60.0/24, 183.60.243.0/24, 180.153.198.0/24, 101.226.17.0/24 and 12 other /24’s have been 

executing attacks against networks we monitor.  These network ranges belong to some large Chinese 

corporations including Sina.cn, Online.sh.cn, and 189.cn. Almost the entire range can be seen attacking 

several servers at once. Each IP within those ranges can be seen issuing less than 10 attacks.  This could 

potentially lead up to (64k bytes x 10 x 200) is easily 122MB of leaked unencrypted data a second per 

each /24 range. 

Not only does this gain them a larger payload, it also adds resiliency to simple prevention mechanisms 

such as firewall blocks. If a single or even many IPs are blocked the attacker has many other IPs to 

continue to attack from. This is why more proactive measures need to be taken such as utilizing IDS, as 

each packet is inspected for the attack and blocked accordingly.  

 



What’s equally interesting is what these attackers were doing before the Heartbeat exploit became 

public.  Most of the attackers are known for their SSH brute force attempts and TCP Port scanning of any 

host it can find attached to the internet. However on April 5, 2014, that stopped and then started the 

uptick of heartbleed exploitation attempts. Did they retool their resources to monopolize on this 

vulnerability? Quite possibly so.  

 

 

 

 

 

 

 

 

 

 

 

 

The attacks are spread across many industries indicating there is no specific target at the moment.  

Industry Breakdown 

 



 

Crowdstrike/Advanced adversaries?  
We have not seen any of the attacks to date sourcing from known advanced adversaries. However we 

have seen usage of known malicious proxies that share attacks with known adversaries located in 

Russia. This is no indication that they attacks are being committed by the group, however demonstrates 

how many attacks, targeted or otherwise, often have a common source.   

Technical Analysis 
Author: Thomas Van Tongerloo, Senior Cyber Threat analyst 

OpenSSL implements a heartbeat process where the server responds to a client's request, answering 

back the exact same payload that was sent by the client (that's how it *should* work). 

 

 DTLS is designed to secure traffic running on top of unreliable transport protocols.  Usually, such 

protocols do not have any session management.  The only mechanism available at the DTLS layer to 

figure out if a peer is still alive is a costly renegotiation, particularly when the application uses 

unidirectional traffic.  Furthermore, DTLS  needs to perform path MTU (PMTU) discovery but has no 

specific message type to realize it without affecting  the transfer of user messages. 

 

 When a Heartbeat request message is received and sending a Heartbeat response is not prohibited as  

described elsewhere in this document, the receiver MUST send a corresponding Heartbeat response 

 message carrying an exact copy of the payload of the received Heartbeat request. 

 Src: RFC6520 (cfr. https://tools.ietf.org/html/rfc6520 ) 

 

The OpenSSL implementation doesn't sanitize or verify the correctness of user provided input, it actually 

assumes that the size-field of the heartbeat-request packet was correct and corresponds with the real 

size of the payload which is exactly what this problem is about.  Let's take a deep dive and start with 

looking at the structure of a heartbeat as described in RFC6520. 

 

 struct { 

    HeartbeatMessageType type; 

    uint16 payload_length; 

    opaque  

payload[HeartbeatMessage.payload_length]; 

    opaque padding[padding_length]; 

 } HeartbeatMessage; 

                        [...]" 

      Src: RFC6520, Retrieved from  



https://tools.ietf.org/html/rfc6520 

 

Below you can view the implementation of SSLv3 records in OpenSSL on top of which the heartbeat 

extension is built: 

 

                        "[...] 

      348 typedef struct ssl3_record_st 

      349         { 

      350 /*r */  int type;               /*  

type of record */ 

      351 /*rw*/  unsigned int length;    /* How  

many bytes available */ 

      352 /*r */  unsigned int off;       /*  

read/write offset into 'buf' */ 

      353 /*rw*/  unsigned char *data;    /*  

pointer to the record data */ 

      354 /*rw*/  unsigned char *input;   /*  

where the decode bytes are */ 

      355 /*r */  unsigned char *comp;    /*  

only used with decompression - malloc()ed */ 

      356 /*r */  unsigned long epoch;    /*  

epoch number, needed by DTLS1 */ 

      357 /*r */  unsigned char seq_num[8]; /*  

sequence number, needed by DTLS1 */ 

      358         } SSL3_RECORD; 

                        [...]" 

 Src: OpenSSL source ssl/ssl3.h, Retrieved from 

http://git.openssl.org/gitweb/?p=openssl.git;a=blob;f=ssl/ssl3.h 

 

 

 

Let's take a look at (some of) the heartbeat implementation of OpenSSL: 

 

                        "[...] 

                        1453 #ifndef OPENSSL_NO_HEARTBEATS 

                        1454 int 

                        1455 dtls1_process_heartbeat(SSL *s) 

                        1456         { 

                        1457         unsigned char *p = &s->s3->rrec.data[0], *pl; 

                        1458         unsigned short hbtype; 



                        1459         unsigned int payload; 

                        1460         unsigned int padding = 16; /* Use minimum padding */ 

                        1461 

                        1462         /* Read type and payload length first */ 

                        1463         hbtype = *p++; 

                        1464         n2s(p, payload); 

                        1465         pl = p; 

                        1466 

                        1467         if (s->msg_callback) 

                        1468                 s->msg_callback(0, s->version, TLS1_RT_HEARTBEAT, 

                        1469                         &s->s3->rrec.data[0], s->s3->rrec.length, 

                        1470                         s, s->msg_callback_arg); 

                        1471 

                        1472         if (hbtype == TLS1_HB_REQUEST) 

                        1473                 { 

                        1474                 unsigned char *buffer, *bp; 

                        1475                 int r; 

                        1476 

                        1477                 /* Allocate memory for the response, size is 1 byte 

                        1478                  * message type, plus 2 bytes payload length, plus 

                        1479                  * payload, plus padding 

                        1480                  */ 

                        1481                 buffer = OPENSSL_malloc(1 + 2 + payload + padding); 

                        1482                 bp = buffer; 

                        1483 

                        1484                 /* Enter response type, length and copy payload */ 

                        1485                 *bp++ = TLS1_HB_RESPONSE; 

                        1486                 s2n(payload, bp); 

                        1487                 memcpy(bp, pl, payload); 

                        1488                 bp += payload; 

                        1489                 /* Random padding */ 

                        1490                 RAND_pseudo_bytes(bp, padding); 

                        1491 

                        1492                 r = dtls1_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 3 + payload + 

padding); 

                        1493 

                        1494                 if (r >= 0 && s->msg_callback) 

                        1495                         s->msg_callback(1, s->version, TLS1_RT_HEARTBEAT, 

                        1496       buffer, 3 + payload + padding, 1497       s,  

s->msg_callback_arg); 

                        1498 

                        1499                 OPENSSL_free(buffer); 



                        1500 

                        1501                 if (r < 0) 

                        1502                         return r; 

                        1503                 } 

                        1504         else if (hbtype == TLS1_HB_RESPONSE) 

                        1505                 { 

                        1506                 unsigned int seq; 

                        1507 

                        1508                 /* We only send sequence numbers (2 bytes unsigned int), 

                        1509                  * and 16 random bytes, so we just try to read the 

                        1510                  * sequence number */ 

                        1511                 n2s(pl, seq); 

                        1512 

                        1513                 if (payload == 18 && seq == s->tlsext_hb_seq) 

                        1514                         { 

                        1515                         dtls1_stop_timer(s); 

                        1516                         s->tlsext_hb_seq++; 

                        1517                         s->tlsext_hb_pending = 0; 

                        1518                         } 

                        1519                 } 

                        1520 

                        1521         return 0; 

                        1522         } 

                        1523 

                        1524 int 

                        1525 dtls1_heartbeat(SSL *s) 

                        1526         { 

                        1527         unsigned char *buf, *p; 

                        1528         int ret; 

                        1529         unsigned int payload = 18; /* Sequence number + random bytes */ 

                        1530         unsigned int padding = 16; /* Use minimum padding */ 

                        1531 

                        1532         /* Only send if peer supports and accepts HB requests... */ 

                        1533         if (!(s->tlsext_heartbeat & SSL_TLSEXT_HB_ENABLED) || 

                        1534             s->tlsext_heartbeat & SSL_TLSEXT_HB_DONT_SEND_REQUESTS) 

                        1535                 { 

                        1536  

SSLerr(SSL_F_DTLS1_HEARTBEAT,SSL_R_TLS_HEARTBEAT_PEER_DOESNT_ACCEPT); 

                        1537                 return -1; 

                        1538                 } 

                        1539 

                        1540         /* ...and there is none in flight yet... */ 



                        1541         if (s->tlsext_hb_pending) 

                        1542                 { 

                        1543  

SSLerr(SSL_F_DTLS1_HEARTBEAT,SSL_R_TLS_HEARTBEAT_PENDING); 

                        1544                 return -1; 

                        1545                 } 

                        1546 

                        1547         /* ...and no handshake in progress. */ 

                        1548         if (SSL_in_init(s) || s->in_handshake) 

                        1549                 { 

                        1550  

SSLerr(SSL_F_DTLS1_HEARTBEAT,SSL_R_UNEXPECTED_MESSAGE); 

                        1551                 return -1; 

                        1552                 } 

                        1553 

                        1554         /* Check if padding is too long, payload and padding 

                        1555          * must not exceed 2^14 - 3 = 16381 bytes in total. 

                        1556          */ 

                        1557         OPENSSL_assert(payload + padding <= 16381); 

                        1558 

                        1559         /* Create HeartBeat message, we just use a sequence number 

                        1560          * as payload to distinguish different messages and add 

                        1561          * some random stuff. 

                        1562          *  - Message Type, 1 byte 

                        1563          *  - Payload Length, 2 bytes (unsigned int) 

                        1564          *  - Payload, the sequence number (2 bytes uint) 

                        1565          *  - Payload, random bytes (16 bytes uint) 

                        1566          *  - Padding 

                        1567          */ 

                        1568         buf = OPENSSL_malloc(1 + 2 + payload + padding); 

                        1569         p = buf; 

                        1570         /* Message Type */ 

                        1571         *p++ = TLS1_HB_REQUEST; 

                        1572         /* Payload length (18 bytes here) */ 

                        1573         s2n(payload, p); 

                        1574         /* Sequence number */ 

                        1575         s2n(s->tlsext_hb_seq, p); 

                        1576         /* 16 random bytes */ 

                        1577         RAND_pseudo_bytes(p, 16); 

                        1578         p += 16; 

                        1579         /* Random padding */ 

                        1580         RAND_pseudo_bytes(p, padding); 



                        1581 

                        1582         ret = dtls1_write_bytes(s, TLS1_RT_HEARTBEAT, buf, 3 + payload + padding); 

                        1583         if (ret >= 0) 

                        1584                 { 

                        1585                 if (s->msg_callback) 

                        1586                         s->msg_callback(1, s->version, TLS1_RT_HEARTBEAT, 

                        1587       buf, 3 + payload + padding, 

                        1588       s, s->msg_callback_arg); 

                        1589 

                        1590                 dtls1_start_timer(s); 

                        1591                 s->tlsext_hb_pending = 1; 

                        1592                 } 

                        1593 

                        1594         OPENSSL_free(buf); 

                        1595 

                        1596         return ret; 

                        1597         } 

                        1598 #endif 

                        " 

      Src: OpenSSL source ssl/d1_bodth.c  

Retrieved from  

http://git.openssl.org/gitweb/?p=openssl.git;a=blob;f=ssl/d1_both.c;h=7a5596a6b373aeabbd6d8d674f

0e20b1618c5012#l1453 

 

Below are some macro's that were used in the above code and  

you probably want to know what they do: 

 

                        "[...] 

                        249 #define n2s(c,s)        ((s=(((unsigned int)(c[0]))<< 8)| \ 

                        250   (((unsigned int)(c[1]))    )),c+=2) 

                        251 #define s2n(s,c)        ((c[0]=(unsigned char)(((s)>> 8)&0xff), \ 

                        252 c[1]=(unsigned  

char)(((s)    )&0xff)),c+=2) 

                        [...]" 

      Src: OpenSSL source ssl/ssl_locl.h  

Retrieved from  

http://git.openssl.org/gitweb/?p=openssl.git;a=blob;f=ssl/ssl_locl.h;hb=5219d3dd350cc74498dd49daef

5e6ee8c34d9857 

 

My understanding of the above code is that macro n2s copies two bytes from the first argument to the 

second argument of the macro where the first argument is a pointer, s2n does the same but there the 

second argument is a pointer (both macro's increase the pointer 'c' value before the end). 



 

 Let's take a look at the code again but more focused on on the vulnerability in the heartbeat response 

part of the code: 

 

                        1453 #ifndef OPENSSL_NO_HEARTBEATS 

 

ifndef = If not defined, the below is used for compilation: if "OPENSSL_NO_HEARTBEATS" was defined 

then code before the next #endif  will not be compiled. 

 

                        1454 int 

                        1455 dtls1_process_heartbeat(SSL *s) 

                        1456         { 

 

function is call "dtls1_process_heartbeat", returns an integer upon completion and requires an 

argument of type SSL, the argument which will be passed to this function is actually a reference (pointer, 

as indicated by '*') to the real data. The parameter bears the name 's'. 

 

                        1457         unsigned char *p = &s->s3->rrec.data[0], *pl; 

                        1458         unsigned short hbtype; 

                        1459         unsigned int payload; 

                        1460         unsigned int padding = 16; /* Use minimum padding */ 

 

Several variables are initiated, as you can see *p now refers to a specific part of the data which was 

references by *s, the data which is being reference is the SSLv3 record in question (cfr. ssl3_record_st 

we reviewed earlier). 

 

                        1461 

                        1462         /* Read type and payload length first */ 

                        1463         hbtype = *p++; 

                        1464         n2s(p, payload); 

                        1465         pl = p; 

 

hbtype gets the value stored at where pointer p is pointing to and then immediately gets increased, the 

next thing that happens is the copying of two bytes from where p is pointing to a variable called 

payload. Pointer p is then copied to pointer pl, we can proceed with using pl now and retain p for later 

use. So what basically happened here is that we stored the "heartbeat-type" (1st byte which is an int8_t) 

to "hbtype" and then store the "heartbeat-length" (second and third byte of the packet which is an  

uint16_t) in "payload". 

 

                        1466 

                        1467         if (s->msg_callback) 

                        1468                 s->msg_callback(0, s->version, TLS1_RT_HEARTBEAT, 



                        1469                         &s->s3->rrec.data[0], s->s3->rrec.length, 

                        1470                         s, s->msg_callback_arg); 

                        1471 

 

some callback that allows to "take a peek at protocol messages", cfr ssl/ssl.h#1077 :  

 

 

                        1472         if (hbtype == TLS1_HB_REQUEST) 

                        1473                 { 

 

Nice, we're checking the heartbeat-type, it seems like we received a request (cfr. ssl/ssl3.h#379 : 

"#define TLS1_HB_REQUEST         1"), on line 1504 of the file we're looking at (ssl/d1_bodth.c) a 

Response heartbeat-type is handled but we won't go there because there is no cake to find... 

 

                        1474                 unsigned char *buffer, *bp; 

                        1475                 int r; 

 

Initializing some variables... 

 

                        1476 

                        1477                 /* Allocate memory for the response, size is 1 byte 

                        1478                  * message type, plus 2 bytes payload length, plus 

                        1479                  * payload, plus padding 

                        1480                  */ 

                        1481                 buffer = OPENSSL_malloc(1 + 2 + payload + padding); 

                        1482                 bp = buffer; 

                        1483 

 

So here we see a variable "buffer" being allocated a chunk of memory to  

construct the heartbeat-response, 1 byte for the type, 2 bytes for the size, then the size of the payload 

as provided by the heartbeat-request and then some obligatory padding (cfr. RFC6520). Hold on.. we are  

allocating a chunk of memory and allow the user to actually influence that without checking anything? 

The payload is an unsigned int so that's a maximum value of 65535 bits ~ 64KB with which the user 

could play around.. we'll check if the payload-size in the packet-header matches the real payload later 

on and free it again and return(0) if it doesn't, we still have time, right?  

 

 

                        1484                 /* Enter response type,  

length and copy payload */ 

                        1485                 *bp++ = TLS1_HB_RESPONSE; 

                        1486                 s2n(payload, bp); 

                        1487                 memcpy(bp, pl, payload); 



 

Apparently we didn't have time for verifying if the provided length in the header actually corresponded 

to the true payload size because the above code immediately starts creating the response packet. The 

first thing we do is put the heartbeat-type in the first byte of the buffer we created earlier and then 

immediately increase the pointer to that buffer (bp++), next up is copying the payload-length (copying 

int payload (uint16_t=2bytes) to the buffer) and then the good stuff happens.. "memcpy(bp, pl, 

payload);" actually copies the amount of $payload bytes starting to read date from memory at pointer pl 

(pointing to the payload of our heartbeat-request) and copying it to memory starting at pointer bp  

(which contained a reference to our buffer). So, if the actual size of our heartbeat-request payload was 

smaller then the value we provided in the payload-length header then... well we will copy more than we 

should have copied but what exactly will be copied then? It all depends on the memory allocation 

mechanisms of the box running the affected SSL, i.e. where in the memory does the pointer *pl points 

to and what's next to it? It seems like *s points to data allocated with OPENSSL_malloc which points to 

CRYPTO_malloc, let's assume that it uses malloc() and rtfm.. 

 

Normally, malloc() allocates memory from the heap, and adjusts the  size of the heap as required, using 

sbrk(2).  When allocating blocks of memory larger than MMAP_THRESHOLD bytes, the glibc 

malloc()implementation allocates the memory as a private anonymous mapping 

       using mmap(2). [...]"  cfr. man malloc,  

Retrieved from http://man7.org/linux/man-pages/man3/malloc.3.html 

 

If sbrk is running the show then the allocated memory will come from the heap (data segment of your 

program) though if the chunck is too big (which -I think- would be unlikely to happen when this is 

exploited) then mmap will allocate the memory-chunk and it will probably come from the free  

space closer to the stack but it depends on the specific implementation of mmap.   Since the amount of 

data we can retrieve with this vulnerability is limited to around 64KB we will probably see high-spikes of 

requests. Given that there is enough optimization in the memory-allocation-algorithms (eg: to mitigate 

memory fragmentation) then it's likely that we can get chunks located near each other which could yield 

interesting results. It could be interesting to check out the differentiation over multiple operating 

systems. 

 

                        1488                 bp += payload; 

                        1489                 /* Random padding */ 

                        1490                 RAND_pseudo_bytes(bp, padding); 

                        1491 

                        1492                 r = dtls1_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 3 + payload + 

padding); 

                        1493 

And there we go, memory leaked :( 

 

## How did they patch it?  



# OpenSSL patch 

Src:  

http://git.openssl.org/gitweb/?p=openssl.git;a=commitdiff;h=96db9023b881d7cd9f379b0c154650d6c1

08e9a3 

 

As you can see, there was another part of the OpenSSL heartbeat implementation which was vulnerable 

as well . 

 

Recommendations/Mitigation Techniques 
 

� Get a patch from your vendor if available. Most Linux distribution vendors have been publishing 

updated packages (Fedora, RedHat, CentOS, Debian, etc); check with your application or operating 

system vendor. 

� Upgrade to OpenSSL v1.0.1g, released on April 7, if possible. 

� If no upgrade or patch is available, turn off TLS heartbeats. 

� Update your IPS and firewall signatures and enable Heartbleed signatures. If your vendor doesn’t 

provide signatures for Heartbleed, contact them. 

IDPS Signatures 

IBM Proventia 

 TLS_Heartbeat_Short_Request 

 TLS_Heartbeat_Long_Response 

 

Sourcefire/Snort 

 SERVER-OTHER OpenSSL SSLv3 heartbeat read overrun attempt (SID 50310) 

 SERVER-OTHER OpenSSL TLSv1 heartbeat read overrun attempt (SID 50311) 

 SERVER-OTHER OpenSSL TLSv1.1 heartbeat read overrun attempt (SID 50312) 

 SERVER-OTHER OpenSSL TLSv1.2 heartbeat read overrun attempt (SID 50313) 

 SERVER-OTHER SSLv3 large heartbeat response - possible ssl heartbleed attempt (SID 50314) 

 SERVER-OTHER TLSv1 large heartbeat response - possible ssl heartbleed attempt (SID 50315) 

 SERVER-OTHER TLSv1.1 large heartbeat response - possible ssl heartbleed attempt (SID 50316) 

 SERVER-OTHER TLSv1.2 large heartbeat response - possible ssl heartbleed attempt (SID 50317) 

 

McAfee 

 UDS-SSL: OpenSSL TLS DTLS Heartbeat Extension Packets Information Disclosure 



FortiGate 

 OpenSSL.TLS.Heartbeat.Information.Disclosure-custom.All 

 

Juniper 

 SSL:OPENSSL-TLS-DTLS-HEARTBEAT 

 

Palo Alto 

 OpenSSL TLS Heartbeat Information Disclosure Vulnerability (36416) 

 

Check Point 

 SSL Enforcement Violation 
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