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EXECUTIVE OVERVIEW/KEY FINDINGS 

 

Over the last several years, there has been an increased focus by government entities globally regarding threats 
targeting critical infrastructure. In 2014, the U.S. National Institute of Standards and Technology (NIST) released 
Version 1.0 of the Framework for Improving Critical Infrastructure Cybersecurity – a framework of standards, 
guidelines, and practices to help industry and government to manage cybersecurity-related risk against critical 
infrastructure. Numerous countries have developed cyber security frameworks to address their particular needs.  
The European Union Agency for Network and Information Security (ENISA) web site includes links to National Cyber 
Security Strategies documents for countries not just located in the EU, but also for other countries across the world. 
However, what is defined as “critical infrastructure” differs from country to country and this is part of the challenge 
when addressing and prioritizing cyber threats targeting this area. 

Critical infrastructure is often associated with Industrial Control Systems (ICSs), including supervisory control and 
data acquisition (SCADA) systems. Attacks against SCADA and other Industrial Control systems are a serious concern 
and have the potential to create wide-scale compromise for multiple industries to include water distribution and 
wastewater collection systems, oil and gas, electrical, and transportation systems. This is a subject that requires in-
depth analysis and will be addressed in a future MSS Threat Research paper. 

This paper takes a different approach and focuses on the critical infrastructure that is responsible for our basic (and 
some modern) needs for survival (food, water and sanitation, education, healthcare, and transportation) and the 
impact a cyber threat would have on any one of these industries. IBM Managed Security data reveals that these 
“basic needs” critical infrastructure sectors accounted for eight percent of total incidents in 2014. Industries need 
to understand and be able to mitigate not only the physical risk, but the cyber component of critical infrastructure 
as well as a part of their overall risk management and decision-making process. 

 

WHAT IS “CRITICAL INFRASTRUCTURE”? 

The Department of Homeland Security (DHS) defines critical infrastructure as “the assets, systems, and networks, 
whether physical or virtual, so vital to the United States that their incapacitation or destruction would have a 
debilitating effect on security, national economic security, national public health or safety, or any combination 
thereof.”1 

Given this definition, what sectors fall under the umbrella of “critical infrastructure”? Essentially, all sectors are 
considered critical infrastructure with the exception of a few. The U.S. Presidential Policy Directive 21 (PPD-21) 
identifies 16 critical infrastructure sectors: Chemical, Commercial Facilities, Communications, Critical 
Manufacturing, Dams, Defense Industrial Base, Emergency Services, Energy, Financial Services, Food and 
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Agriculture, Government Facilities, Healthcare and Public Health, Information Technology, Nuclear Reactors, 
Materials, and Waste Sector, Transportation Systems, and Water and Wastewater Systems. This is a very broad 
scope and for the purposes of this paper the focus is narrowed to include those critical industries that could 
potentially have the largest impact, if they were severely compromised, at the individual level.  

To determine which sectors could have the greatest effect on an individual, we look to our basic needs for survival - 
food, water, shelter, and clothing. Modern-day definitions of basic needs also include sanitation, education, and 
healthcare. By correlating these needs with the critical sectors identified by DHS, we have the following:  

 

Basic Need Critical Infrastructure Sector 

Food Food and Agriculture 

Water & Sanitation  Water and Wastewater Systems 

Education Government Facilities (Education Subsector) 

Healthcare Healthcare and Public Health 

The two basic needs not included above are shelter and clothing. It is difficult to pigeonhole “shelter” into a 

particular sector. The Critical Manufacturing Sector includes “certain elements of the manufacturing industry” that 

are used to construct shelter.2 The Commercial Facilities Sector includes the subsector “Real Estate” (e.g. office and 

apartment buildings, condominiums), all of which can be considered shelter. Clothing might fall under the Retail 

subsector of the Commercial Facilities sector, which includes retail centers and shopping malls. Even if you were to 

make your own clothing, you are still most likely purchasing the material from a retail store. This being said, while 

we need shelter, most of us would not lose our existing homes due to a compromise of the manufacturing sector.  

Neither would we lose the clothes in our closets due to a compromise of the retail sector.  

However, there is one sector upon which all the other sectors listed above have a critical dependency for continuity 

of operations and service delivery - the Transportation Systems Sector. For this reason, data for this sector is also 

included in the analysis of basic needs critical infrastructure highlighted below. 

Furthermore, this group of sectors shares some commonalities that present them with difficulties in defending 

against cyber attacks. For example, they all have an extremely low threshold for unavailability. This means that 

even a small outage in any one of these sectors could have a significant and widespread impact on their ability to 

carry out operations. In one real world example, a virus disabled the interconnectivity of hospital computers, 

resulting in diversion of patient care to other area hospitals for several days. 

Another common thread between these sectors is their use of older technology that cannot be easily modified or 

their systems are running unpatched software. Of the nearly 750 recorded database breaches by Privacy Rights 
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Clearinghouse (PRC) targeting educational institutions, 34 percent were the result of hacking or malware. Attackers 

were able to infiltrate systems, in many of the cases, due to an unpatched system or server. 

METHODS OF ATTACK 

IBM Managed Security Services monitors billions of events per year. From those billions of events, IBM security 
analysts, along with correlation and analytic tools, analyze each of those events in context, in order to identify 
those that are considered security incidents. A security incident is an attack or security event that has been 
reviewed by an analyst and deemed worthy of deeper investigation. Incidents affecting basic needs Critical 
Infrastructure sectors (Food and Agriculture, Water and Wastewater Systems, Education, Healthcare and 
Transportation Systems) accounted for eight percent of total incidents in 2014, down from 11 percent in 2013 as 
seen if Figure 1 below. 

 

Figure 1.Critical Infrastructure incidents were down three percent in 2014 over the previous year. 

In 2014, the average company in the basic needs Critical Infrastructure group experienced around 105 security 

incidents, down from 159 incidents in 2013. This is definitely good news for this group of industries, but the 

dramatic decrease is not easily explained. The total number of incidents across all sectors was actually slightly 

higher in 2014, hence it’s not due to an overall decrease. Continuous improvement of our ability to analyze and 

manage security events detected by a security device or application and changes in client make-up are factors, but 

the greatest impact on the change is the decreases in incidents for the Transportation Systems and Healthcare 

Sectors as seen in Figure 2 below. 
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Figure 2.Transportation Systems and Healthcare Sectors observed decreases in incidents in 2014 over the previous year. 

All types of incidents have decreased year over year in this group with the exception of unauthorized access 

incidents, which jumped from just below 1500 incidents in 2013 to nearly 2900 incidents in 2014. This increase is 

not just a reflection of a shift in the threat landscape for the basic needs Critical Infrastructure group, but a change 

observed across all sectors last year. The Shellshock and Heartbleed threats, associated with this incident type, 

impacted all industries. The decrease in incidents amongst the other categories could potentially be the result of a 

heightened security posture around defending what has been historically the more targeted attack types. 

 

Figure 3.Unauthorized access incidents increased significantly in 2014 not just in the basic needs Critical Infrastructure sector, 

but all sectors across the board. 
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SUSCEPTABILITY TO ATTACK – CYBER PERSPECTIVE 

While cyber security is a cross-sector issue, it doesn’t affect all industries the same. However, all sectors are 

susceptible to cyber attacks to some extent and therefore should continuously assess their cybersecurity postures 

to prevent business interruption or compromise of information. Below is a high-level overview of each sector within 

the basic needs Critical Infrastructure group and their susceptibility to cyber attacks. 

FOOD AND AGRICULTURE  

“Because cyber attacks on food and agriculture [Critical Infrastructure and Key Resources] offer little financial gain 

and likely pose only minimal economic disruption, the sector does not perceive itself as a target of such an attack.”3 

DHS’s assessment is accurate. As seen if Figure 2 above, this sector has accounted for a very small percentage of 

total incidents across all industries – barely a blip on the radar in 2013. Although, in 2014, we did observe a notable 

increase in incidents against this sector and it will be interesting to see if this trend continues this year. 

While this sector is not considered to be at a critical risk from a cyber-threat perspective and most of their 

resources around risk mitigation are spent on protection of physical assets, this does not mean that cyber threats to 

this sector should be ignored. There have been many food tampering cases around the world that have caused 

serious illness and even death. In the late ‘70s, a politically motivated fruit tampering case surfaced involving a 

Palestinian militant group who had injected citrus fruit from Israel with mercury which was distributed to Germany, 

Spain, Belgium, England and Morocco. A cyber attack could easily produce the same consequences, only on a much 

larger scale. 

In the U.S., this sector accounts for one-fifth of the nation’s economic activity.4 In February, the U.S. Department of 

Agriculture (USDA) announced at the farm-outlook forum that the farm industry is increasingly vulnerable to cyber 

attacks as their reliance on satellite-guided tractors and other technology grows. Attackers may not have made this 

a focus of their efforts thus far, but we have seen this scenario played out in other arenas (e.g. Microsoft Windows 

vs Mac OS, Internet Explorer vs Mozilla). All it takes is a change in focus, a new attack tool, and yesterday’s “safe” 

operating system, web browser, or Critical Infrastructure sector, is no longer flying under the radar from cyber 

attacks. This is a highly vulnerable industry and is susceptible to cyber attacks from nation states, insiders, and 

corporate rivals. 

 

                                                           

3
Food and Agriculture Sector-Specific Plan 

http://www.dhs.gov/xlibrary/assets/nipp-ssp-food-ag-2010.pdf 
4
 Food and Agriculture Sector 

http://www.dhs.gov/food-and-agriculture-sector 

http://www.dhs.gov/xlibrary/assets/nipp-ssp-food-ag-2010.pdf
http://www.dhs.gov/food-and-agriculture-sector
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WATER AND WASTEWATER SYSTEMS  

 

Food and water go hand-in-hand. Both sectors could suffer greatly from natural incidents such as earthquakes, 
hurricanes, tornadoes, floods, and pandemics. However, the Water and Wastewater Systems Sector has to contend 
with cyber risks and threats to its Industrial Control Systems (ICSs).The Industrial Control Systems Cyber Emergency 
Response Team (ICS-CERT) has released dozens of advisories over the last several years detailing vulnerabilities 
affecting numerous ICS products. These vulnerabilities range from allowing an attacker to cause a denial of service 
to gaining full remote administrator access to a vulnerable system. In 2013, research presented at the Black Hat 
cyber security conference illustrated this sector’s extreme vulnerability to cyber attacks. Two honeypot-based 
architectures, set up as a decoy water utility, sustained 39 attacks from 14 different nations in a month’s time. 
While there are still many smaller utilities that do not have ICS, there continues to be an increase in use of these 
systems – widening an attacker’s reach. 
 

EDUCATION  

Since assets and systems vary greatly from one facility to the next and systems are not typically interconnected, 

there is not a high-risk of a targeted attack that would take down multiple facilities. IBM MSS data reveals that 

incidents targeting the education sector do not rank as high compared to other sectors. However, this does not 

mean that this sector is not immune from targeted attacks. Nearly 17 percent of the data breach compromises 

reported by the PRC from 2005 through 2014 affected the education sector.  There were almost as many breaches 

reported targeting this sector as there were targeting government, military and nonprofit organizations combined. 

Data is the education’s sector’s most valuable asset from a cyber-threat perspective. School records contain a 

wealth of information for students, faculty and staff, alumni, and prospective students including date of birth, Social 

Security numbers and bank account information. One of the largest reported data breaches targeting an 

educational institution in the U.S. involved the compromise of nearly 2.5 million records and costs of the breach 

were estimated at 14 million dollars.5 More focus is often placed on ensuring the physical safety of staff and 

students and attackers take advantage of systems left vulnerable due to fewer resources available to combat cyber 

threats.  

 

HEALTHCARE  

The healthcare sector is as varied and complex as the education sector. The majority of the sector's assets are 

privately owned and operated in all U.S. states, while the public health component of the sector is managed across 

all levels of government. Although IBM MSS observed a 2.7 percent decrease in targeted attacks against this sector 
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in 2014 over the previous year, the healthcare sector cannot afford to be lax on cyber security defenses. Electronic 

Medical Records (EMRs) are worth more on the black market than credit card records today and therefore have 

become incredibly valuable to attackers.  

As with the other industries, cybersecurity is certainly a goal of this sector, however, it shares space with three 

other goals including service continuity, workforce protection, and physical asset protection. At times, resources 

may be reallocated away from cybersecurity to address a more pressing issue (e.g. an infectious disease outbreak). 

This could provide a window of opportunity for an attacker, as illustrated in the earlier example of a computer virus 

halting the operations of a major medical facility. Other avenues for attack could involve command injection against 

an unpatched web application used by medical devices or launch a sophisticated spear phishing campaign targeted 

at healthcare personnel. The MSS Threat Research team published a report last year providing an overview of this 

sector including popular methods of data loss and attack vectors. A link to the report can be found in the 

References section. 

TRANSPORTATION SYSTEMS  

As previously noted, the transportation sector is unique because each of the aforementioned sectors have a critical 

dependency on this sector for continuity of operations and service delivery. There are seven subsectors or modes 

from aviation to pipeline systems to postal and shipping - to name a few – all with their areas of vulnerability. 

Similar to the healthcare industry, the vast majority of the transportation industry is privately owned and therefore 

each individual owner or operator is responsible for identifying critical cyber infrastructure and applying 

remediation. Vulnerable systems could include navigation equipment, air traffic control, tracking and 

communication systems. 

Although IBM MSS has observed a decrease in security incidents against this sector in 2014, a major attack against 

any of the aforementioned transportation systems could create a large domino effect involving all dependent 

industries. Additionally, attacks against this sector could result in physical injury or loss of life. While hacking 

incidents involving the changing of electronic construction signs to read "Zombies Ahead" have been benign, 

imagine the effects of an attack on the timing system of even a single traffic light. Altering the timing of a traffic 

light by even a few seconds could result in physical injury or fatalities. Similar consequences could stem from the 

tampering of mechanical or electrical devices beside a railway line which control railway signals. These signals are 

critical to train conductors when driving a train because they provide information relating to the state of the line 

ahead. Depending on the signal’s indication, the conductor may need to slow down or stop due to oncoming trains. 

The implementation of a security risk management framework that prioritizes risks and develops protection 

solutions to mitigate threats is critical. 

RECOMMENDATIONS/MITIGATIONS TECHNIQUES 

There are general security recommendations that are applicable to all basic needs critical infrastructure sectors and 
then there are some that are sector-specific. This report is meant to provide a high-level overview of threats and 
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recommendations. An in-depth assessment regarding specific cyber policy implementation and mitigation 
strategies of any particular sector should be obtained from that sector’s national government. 

TRADITIONAL RECOMMENDATIONS  

Firewall / IPS: A critical infrastructure’s security toolbox must include at a minimum Firewalls and Intrusion 
Prevention Systems (IPS) to attain a basic level of security. 

Patch Management: Patch prioritization and scheduling is key. Patch critical vulnerabilities as soon as possible. If an 
older system cannot be patched to protect against a new vulnerability, contact the vendor immediately for a 
specific workaround for your product. 

Security Assessments: Security assessments are needed to identify security risks and because infrastructure and 
threats change over time, they should be conducted periodically. In the U.S., ICS-CERT provides a free security 
assessment to critical infrastructure sectors. In other parts of the world, there are security firms that provide such 
assessments for a fee. 

Air gap: Wherever possible, use air-gap as a security measure to physically isolate systems or networks from the 
Internet. Also, where possible, physically disable USB functionality of critical devices.  

Bridge Knowledge Gaps: Partner with security experts to bridge the gap between ICS knowledge and cyber security 
expertise. Knowledge should be disseminated throughout all levels of an organization from executive to operations. 

SECTOR-SPECIFIC RECOMMENDATIONS  

Food and Agriculture: One of the biggest concerns for this sector are threat agents that could be used in an attack 
on food and agricultural products. The food and agriculture industry needs a robust “detect to warn” system, which 
means quick communication to the public once an agent is detected. 

Water and Wastewater Systems: Patch management of cyber threats to ICS can be tricky. Patches, in some 
instances, may introduce risk or change the way the operating system or application works with control 
applications. Additionally, many ICS use older versions of operating systems that are no longer supported by the 

vendor. The National Institute of Standards and Technology (NIST) provides ICS specific recommendations and 
guidance in their special publication 800-82. 

Education: Networks of educational institutions are often more open than business networks and therefore, an 
easier target for attackers. Theft of personally identifiable information (PII) is a big concern. The open-style network 
should be assessed and policy and technology changes should be implemented to strengthen security posture. 

Healthcare: Many medical devices internally use web interfaces (often Windows-based) for monitoring machines, 
X-Ray, and surgical equipment. Many of these devices contain sensitive patient information locally stored in 
databases that can be accessed easily from a remote system. Assure medical device selection processes incorporate 
cyber security related criteria and ensure timely employment of patches for medical devices. 
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Transportation Systems: Many systems are shared between multiple transportation entities, hence a cyber attack 
disrupting one system could have consequences for owners and operators across multiple modes. Communication 
between modes of transportation is essential. 
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